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S. No Organisation Category 

Category 1 A Central/ State Government Ministry / Department or an undertaking owned and managed 

by Central / State Government 

Category 2 An Authority constituted under the Central / State Act 

Category 3 Any other  entity of national importance as  determined by the Authority 

Category 4 A company registered in India under the Indian Companies Act 1956 

Category 5 AUA / KUA 

 

2.  Technical and Financial criteria for entities for appointment as Authentication Service Agency are as under:- 

Category Financial Requirement Technical Requirement 

Category 1, 2 

and 3 
No financial requirements  No technical requirements 

Category 4 
An annual turnover of at 

least ₹  100 crores in last 

three financial years 

 

 

 

A Telecom Service Provider (TSP) including All Unified 

Licensees (having Access Service Authorization) / Unified 

Licensees (AS) / Unified Access Services Licensees / 

Cellular Mobile Telephone Service Licensees operating pan-

India fiber optics network and should have a minimum of 

100 MPLS Points of Presence (PoP) across all states 

OR  

Should be a Network Service Provider (NSP)  or System 

Integrator having pan-India network connectivity for data 

transmission and should have  100 MPLS PoPs in India,  

Category 5 
No Financial requirements Any  AUA or KUA   meeting  authentication transaction 

criteria as laid  down by the Authority from time  to time 

Dr. AJAY BHUSHAN PANDEY, Chief Executive Officer 

[ADVT.-III/4/Exty./238] 

vf/klwpuk vf/klwpuk vf/klwpuk vf/klwpuk     

ubZ fnYyh] 12 flrEcj] 2016 

vk/kkj ¼MkVk lqj{kk½ fofu;e] 2016vk/kkj ¼MkVk lqj{kk½ fofu;e] 2016vk/kkj ¼MkVk lqj{kk½ fofu;e] 2016vk/kkj ¼MkVk lqj{kk½ fofu;e] 2016    

¼2016 dk 4½¼2016 dk 4½¼2016 dk 4½¼2016 dk 4½    

lalalala----    13012@64@2016@fof/k13012@64@2016@fof/k13012@64@2016@fof/k13012@64@2016@fof/k@;wvkbZMh,vkbZ@;wvkbZMh,vkbZ@;wvkbZMh,vkbZ@;wvkbZMh,vkbZ    ¼2016 dk 4½¼2016 dk 4½¼2016 dk 4½¼2016 dk 4½----—vk/kkj ¼foÙkh; vkSj vU; lgkf;fd;ksa] izlqfo/kkvksa vkSj lsokvksa dk yf{kr 

ifjnku½ vf/kfu;e] 2016 dh /kkjk 54 dh mi&/kkjk¼2½ ds mi&[kaM ¼ih½ ds varxZr izkIr 'kfDr;ksa dk iz;ksx djrs gq,] Hkkjrh; fof’k”V igpku 

izkf/kdj.k ,rn~}kjk fuEufyf[kr fofu;e cukrk gS] uker%& 

1111---- laf{kIr uke vkSj izkjaHk %&laf{kIr uke vkSj izkjaHk %&laf{kIr uke vkSj izkjaHk %&laf{kIr uke vkSj izkjaHk %& 

 ¼1½ bu fofu;eksa dks vk/kkj ¼MkVk lqj{kk½ fofu;e] 2016 dgk tk,xkA 

¼2½ ;s fofu;e] buds ljdkjh jkti= esa izdk'ku dh frfFk ls izoÙ̀k gksaxsA 

2222---- ifjHkk”kk,a %&ifjHkk”kk,a %&ifjHkk”kk,a %&ifjHkk”kk,a %& 

¼1½ tc rd fd lanHkZ esa vU;Fkk visf{kr u gks] bu fofu;eksa esa]& 

¼d½ **vf/kfu;e** ls vfHkizk; vk/kkj ¼foÙkh; vkSj vU; lgkf;fd;ksa] izlqfo/kkvksa vkSj lsokvksa dk yf{kr ifjnku½ vf/kfu;e] 2016 ¼2016 dk 18oka½ ls 
gS( 

¼[k½ **izkf/kdj.k** dk vfHkizk; /kkjk 11 dh mi&/kkjk ¼1½ ds rgr LFkkfir Hkkjrh; fof’k”V igpku izkf/kdj.k ls gS( 

¼x½ **dsUnzh; igpku vkadM+s fu{ksikxkj** vFkok **lhvkbZMhvkj** dk vfHkizk; ,d ;k ,d ls vf/kd LFkkuksa ij dsUnzhd`r MkVk csl gS] ftlesa vk/kkj 
uacj /kkjd dks tkjh vk/kkj uacj lfgr ,sls O;fDr;ksa dh tulkaf[;dh; rFkk ck;kseSfVªd lwpuk rFkk rRlaca/kh vU; lac) lwpuk ‘kkfey gaS] ls 
gS( 



68       THE   GAZETTE   OF  INDIA : EXTRAORDINARY              [PART III—SEC. 4] 

 
¼?k½ **ukekadu ,tsalh** dk vfHkizk; bl vf/kfu;e ds rgr O;fDr;ksa dh taukfddh; rFkk ck;kseSfVªd lwpuk dk laxzg.k djus gsrq izkf/kdj.k ;k 

fdlh jftLVªkj }kjk fu;qDr ,tsalh] tSlk Hkh ekeyk gks] ls gS( 

¼³½ **lwpuk lqj{kk laca/kh uhfr** dk vfHkizk; bu fofu;eksa ds fofu;e 3 ds rgr izkf/kdj.k }kjk fofufnZ”V uhfr ls gS( 

¼p½ **dkfeZd** dk vfHkizk; izkf/kdj.k }kjk bl vf/kfu;e ds rgr fdUgh dR̀;ksa ds fuoZgu ds fy, izkf/kdj.k vFkok lsok iznkrkvksa }kjk dk;Zjr 
vFkok layXu fd, x, lHkh vf/kdkfj;ksa] deZpkfj;ksa] LVkWQ o vU; O;fDr;ksa ls gS( 

¼N½ **jftLVªkj** dk vfHkizk; bl vf/kfu;e ds rgr O;fDr;ksa dks ukekafdr djus ds iz;kstukFkZ izkf/kdj.k }kjk izkf/kd`r ;k ekU;rkizkIr fdlh 
laLFkk ls gS( 

¼t½ **fofu;e** dk vfHkizk; bl vf/kfu;e ds rgr izkf/kdj.k }kjk cuk, x, fofu;e ls gS( 

¼>½ **vuqjks/k djus okyh laLFkk** dk vfHkizk; fdlh ,tsalh ;k O;fDr ls gS] tks fd vf/kizek.ku ds fy, dsUnzh; igpku vkadM+s fu{ksikxkj dks fdlh 
O;fDr fo’ks”k ds vk/kkj uacj rFkk tulkaf[;dh; lwpuk vFkok ck;kseSfVªd lwpuk izLrqr djrk gS( 

¼V½ **lsok iznkrk** esa izkf/kdj.k }kjk bldh izfØ;kvksa ds laca/k esa fdUgh dR̀;ksa ls fuoZgu gsrq izkf/kdj.k }kjk vuqcaf/kr laLFkk,a ‘kkfey gSaA 

¼2½ bu fofu;eksa ds mi;ksx ds fy, vU; ‘kCn ;k okD;] ftUgsa ;gka ifjHkkf”kr ugha fd;k x;k gS ijUrq vf/kfu;e vFkok lwpuk 
izkS|ksfxdh vf/kfu;e] 2000 vkSj@vFkok mlds rgr cuk, x, fu;eksa rFkk vU; fofu;eksa esa ifjHkkf”kr fd;k x;k gS] mudk 
Øe’k% ogh vFkZ gksxk] tks fd mUgsa vf/kfu;eksa vFkok fu;e vFkok vU; fofu;eksa vFkok fdUgh lkafof/kd vk’kks/kuksa vFkok 
rRlaca/kh iquZ&vf/kfu;e] tSlk Hkh ekeyk gks] esa fn;k x;k gSA 

3333---- lwpuk dh lqj{kk lqfuf’pr djus ds fy, mik; %&lwpuk dh lqj{kk lqfuf’pr djus ds fy, mik; %&lwpuk dh lqj{kk lqfuf’pr djus ds fy, mik; %&lwpuk dh lqj{kk lqfuf’pr djus ds fy, mik; %& 
¼1½ izkf/kdj.k] lwpuk lqj{kk laca/kh uhfr ds lkFk gh lkFk izkf/kdj.k rFkk blds dfeZ;ksa }kjk vaxhdkj dh tkus okyh 

rduhdh rFkk laxBukRed mi;ksx ds lkFk gh izkf/kdj.k] jftLVªkj] ukekadu ,tsalh] vuqjks/k djus okyh laLFkk rFkk 
vf/kizek.ku ,tsafl;ksa }kjk vuqcaf/kr ,tsafl;kas] ijke’kZnkrkvksa] lykgdkj rFkk vU; lsok iznkrkvksa }kjk viuk, tkus 
okys lqj{kk mik;ksx dks fofufnZ”V dj ldrk gSA 

¼2½ ,slh lqj{kk laca/kh uhfr esa fuEufyf[kr ds fy, mica/k gksxk %& 

 ¼d½ lwpuk vkSj lwpuk dks lalkf/kr djus okyh lqfo/kkvksa ls lac) ifjlEifRr;ksa dh oLrq&lwph dh igpku 
rFkk mudk j[k&j[kko( 

¼[k½ ifjlEifRr;ksa dh dksbZ gkfu] {kfr] pksjh vFkok mUgsa tksf[ke esa Mkyus ls cpus ds fy, fu;a=.k izfØ;kvksa 
dks ykxw djuk( 

¼x½ Xkksiuh; lwpuk rd dsoy fu;af=r igqap iznku djuk( 

¼?k½ OkkW;jl@eSyos;jksa dk irk yxkus ;k muds fo:) lqj{kk ds fy, fu;a=.k djuk( 

¼p½ ifjorZu fd, tkus ds nkSjku] lwpuk dh lqj{kk lqfuf’pr djus ds fy, ifjorZu izca/ku izfØ;k( 

¼N½ Hks|rk rFkk lqj{kk tksf[keksa ls lwpuk iz.kkfy;ksa dks lqjf{kr cukus ds fy, ,d *iSp eSustesaV flLVe*( 

¼t½ vlkekU; ?kVukvksa rFkk iSVuksaZ dh igpku djus ds fy, ,d lqn`<̀ fuxjkuh izfØ;k LFkkfir djuk] tks 
lwpuk iz.kkfy;ksa dh lqj{kk rFkk dk;Zfu”iknu dks izHkkfor dj ldrk gS rFkk mi;qZDr lwpuk iznku djus 
rFkk rRlaca/kh U;wuhdj.k izfØ;k( 

¼>½ ck;kseSfVªd lwpuk okys MkVk isdsVkssa dks dwVc) djuk rFkk dsoy lqjf{kr vofLFkfr;ksa esa mldh 
vdwVCk)rk lqfuf’pr djuk( 

¼V½ tksf[ke rFkk fo’okl vk/kkj ij lhvkbZMhvkj usVodZ dk ikfVZ’ku djuk( 

¼B½ lhvkbZMhvkj usVodZ dks lqjf{kr cukus ds fy, vfuok;Z rduhdh fu;a=.k yxkuk( 

¼M½ vkink dh fLFkfr esa lsok dks tkjh j[kuk( 

¼<½ midj.k] iz.kkfy;ksa rFkk usVodksZa dh fuxjkuh( 

¼.k½ /kks[kk/kM+h ls cpus rFkk /kks[kk/kM+h gksus ij izHkkoh mipkj ds fy, mik; djuk( 

¼r½ dfeZ;ksa ds lkFk xSj&izdVu djkj djus laca/kh vko’;drk( 

¼Fk½ vkarfjd iz.kkfy;ka rFkk usVodksZa dh ys[kkijh{kk djus ds fy, mica/k( 

¼n½ izfØ;kvksa] iz.kkfy;ksa rFkk usVodksZa ls lacaf/kr dfe;ksa ij fuxjkuh j[kuk( 

¼/k½ izkf/kdj.k }kjk vuqcaf/kr ,tsafl;ksa] ijke’kZnkrkvksa] lykgdkjksa vFkok vU; O;fDr;ksa ds lkFk fd, x, 
djkj rFkk O;oLFkkvksa esa lqj{kk rFkk xksiuh;rk nkf;Roksa dks ‘kkfey djukA 

¼3½ izkf/kdj.k] lwpuk dh lqj{kk laca/kh uhfr rFkk vU; lqj{kk laca/kh vis{kkvksa dh vkarfjd ys[kkijh{kkvksa vFkok Lora= 
,tsafl;ksa ds ek/;e ls vuqikyu fd, tkus dh fuxjkuh djsxkA 

¼4½ izkf/kdj.k] lwpuk lqj{kk laca/kh uhfr rFkk izkf/kdj.k ds vU; lqj{kk laca/kh dk;ZØe rFkk igy dh fuxjkuh djus rFkk 
mldk izlkj djus ds fy, ,d vf/kdkjh dks eq[; lwpuk lqj{kk vf/kdkjh ds :Ik esa inukfer djsxkA 
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4444---- dfeZ;ksa dk lqj{kk lca/kh nkf;Ro %&dfeZ;ksa dk lqj{kk lca/kh nkf;Ro %&dfeZ;ksa dk lqj{kk lca/kh nkf;Ro %&dfeZ;ksa dk lqj{kk lca/kh nkf;Ro %& 
¼1½ dehZ] izkf/kdj.k }kjk le;&le; ij tkjh lwpuk lqj{kk uhfr rFkk vU; uhfr;ksa] fn’kkfunsZ’kksa] izfØ;kvksa vkfn dk vuqikyu djsaxsA 

¼2½ vf/kfu;e ds rgr dh tkus okyh dkjZokbZ ij izfrdwy izHkko Mkys fcuk] deZpkfj;ksa ij izkf/kdj.k }kjk bl iz;kstukFkZ fofufnZ”V izfØ;kvksa ds 
vuq:Ik dkjZokbZ dh tk ldrh gS%  

c’krsZa fd lacaf/kr dehZ ds fo:) lqus tkus gsrq ,d mi;qZDr volj fn, fcuk dksbZ dkjZokbZ ugha dh tk,xhA 

5555---- lsok iznkrkvksa vkfn dk lqj{kk lca/kh nkf;Ro %&lsok iznkrkvksa vkfn dk lqj{kk lca/kh nkf;Ro %&lsok iznkrkvksa vkfn dk lqj{kk lca/kh nkf;Ro %&lsok iznkrkvksa vkfn dk lqj{kk lca/kh nkf;Ro %&    
izkf/kdj.k }kjk izfØ;kvksa ls lacaf/kr fdUgh d`̀R;ksa ds fuoZgu gsrq vuqcaf/kr ,tsafl;ka] ijke’kZnkrk] lykgdkj rFkk vU; lsok iznkrk 
fuEufyf[kr lqfuf’pr djsaxs %& 

¼d½ izkf/kdj.k }kjk fofufnZ”V lwpuk lqj{kk laca/kh uhfr dk vuqikyu lqfuf’pr djsaxs( 

¼[k½ lqj{kk laca/kh uhfr rFkk lafonkxr vko’;drkvksa] tSlkfd izkf/kdj.k }kjk visf{kr gks] dh vuqikyuk ds laca/k esa vkof/kd fjiksVZ izLrqr djsaxs( 

¼x½ izkf/kdj.k ds dk;Zdj.k ls lacaf/kr lwpuk dh xksiuh;rk] iw.kZrk rFkk miyC/krk dks izHkkfor djus okys fdUgh lqj{kk laca/kh ?kVukvksa ds ckjs esa 
Rofjr :Ik ls izkf/kdj.k dks tkudkjh nsuk( 

¼?k½ izkf/kdj.k ls lacaf/kr vfHkys[kksa dks gkfu gksus] uk’k gksus] QthZokMs] vizkf/kd`̀r igqap rFkk vizkf/kd``r :Ik ls tkjh fd, tkus ls j{kk fd;k tkuk 
lqfuf’pr djsaxs( 

¼p½ djkj dh vof/k ds nkSjku rFkk mlds lekIr gksus ij xksiuh;rk laca/kh nkf;Roksa dk vuqikyu lqfuf’pr fd;k tk,xk( 

¼N½ ;g lqfuf’pr fd;k tk, fd deZpkfj;ksa rFkk LVkWQ ds lnL;ksa ds lkFk djkj esa mi;qZDr lqj{kk rFkk xksiuh; laca/kh nkf;Roksa dk mica/k fd;k 
tk,( 

¼t½ ;g lqfuf’pr fd;k tk, fd lhvkbZMhvkj MkVk dsUnzksa rFkk okLrfod rFkk ykWftdy igqap izkIr deZpkfj;ksa dh i”̀BHkwfe dh tkap vko’;d 
:i ls dh tk,( 

¼>½ laosnu'khy lwpuk j[kus okyh lqj{kk ifjf/k dks ifjHkkf”kr djsa rFkk ;g lqfuf’pr djsa fd ,sls {ks= rd dsoy izkf/kd`̀r O;fDr dks gh igqap 
iznku dh tk,a] ftlls MkVk ds pksjh gksus rFkk mlds nq:Ik;ksx ls jksdk tk lds( 

¼V½ tgka deZpkjh] ck;kseSfVªd MkVk dk lapkyu djsa] ogka ;g lqfuf’pr fd;k tk, fd os dsoy ,sls ck;kseSfVªd midj.kksa dk gh mi;ksx djsa] 
tksfd  izkf/kdj.k }kjk fdlh vf/kizek.ku fudk; }kjk izekf.kr gks rFkk ;g lqfuf’pr djsa fd ck;kseSfVªd MkVk dh lqj{kk lqfuf’pr djus ds 
fy, mi;qDr iz.kkfy;ka LFkkfir dh xbZ gSaA 

 
 
6666---- lsok iznkrkvksa dh ys[kkijh{kklsok iznkrkvksa dh ys[kkijh{kklsok iznkrkvksa dh ys[kkijh{kklsok iznkrkvksa dh ys[kkijh{kk    rFkk fujh{k.k vkfn %&rFkk fujh{k.k vkfn %&rFkk fujh{k.k vkfn %&rFkk fujh{k.k vkfn %&    
¼1½ izkf/kdj.k }kjk vuqcaf/kr lHkh ,tsafl;ka] ijke’kZnkrk] lykgdkj rFkk vU; lsok iznkrk rFkk vU; Hkkxhnkjksa tSls jftLVªkj] vuqjks/k djus okyh 

laLFkk,a] vf/kizek.ku mi;ksxdrkZ ,tsafla;k rFkk vf/kizek.ku lsok ,tsafla;k vius izpkyuksa dh ys[kkijh{kk] lwpuk izkS|ksfxdh vf/kfu;e] 2000 ds 
rgr fdlh ekU;rk izkIr fudk; ls vuqizekf.kr djok,axs rFkk izkf/kdj.k }kjk ekaxs tkus ij vFkok izkf/kdj.k }kjk izkf/kdj.k dks ys[kkijh{kk 
fjiksVZ miyC/k djk,axsA 

¼2½ mi&fofu;e ¼1½ esa lanfHkZr ys[kkijh{kk ds vfrfjDr] izkf/kdj.k Lo;a vFkok izkf/kdj.k }kjk fu;qDr fdlh ys[kkijh{kd ds ek/;e ls ,slh 
laLFkkvksa rFkk O;fDr;ksa ds izpkyu rFkk iz.kkfy;ksa dh ys[kkijh{kk dj ldrk gSA  

7777---- xksiuh;rk %&xksiuh;rk %&xksiuh;rk %&xksiuh;rk %&    

izkf/kdj.k }kjk xksiuh; ekus tkus okyh lqj{kk laca/kh lHkh dk;Zif)fr;ksa] vkns’k] izfØ;k,a] ekud rFkk u;kpkj dks blds lHkh dfeZ;ksa }kjk 
xksiuh; ekuk tk,xk rFkk lHkh i{kksa }kjk dsoy ml lhek rd mn~?kVu fd;k tk,xk] tgka rd os lqj{kk mik;ksa dks ewrZ:Ik nsus ds fy, 
vfuok;Z gksaA tc rd fd vf/kfu;e ds rgr vf/knsf’kr u fd;k x;k gks] lwpuk ftUgsa izkf/kdj.k ls lka>k ugha fd;k tk ldrk gS] mlesa 
vlhfer :Ik ls lhvkbZMhvkj esa lwpuk] izkS|ksfxdh laca/kh C;kSjk] usVodZ lajpuk] lwpuk dh lqj{kk laca/kh uhfr rFkk izfØ;k,a] lkWQ~Vos;j 
dksM] vkarfjd fjiksVZ] ys[kkijh{kk rFkk ewY;kadu fjiksVZ] vuqiz;ksx ds laca/k esa C;kSjs] ifjlEifRr C;kSj] lafonkxr djkj] fo|eku rFkk Hkkoh 
vk;kstuk laca/kh voljapukRed C;kSjk] lqj{kk laca/kh lsok rFkk iz.kkyh dh l{kerk ‘kkfey gSaA  

8888---- O;kof̀Ùk %&O;kof̀Ùk %&O;kof̀Ùk %&O;kof̀Ùk %&    

Hkkjr ljdkj ds ;kstuk vk;ksx ds fnukad 28 tuojh] 2009 dh vf/klwpuk la[;k ,&43011@02@2009&iz’kklu&1 ds ek/;e ls 
LFkkfir Hkkjrh; fof’k”V igpku izkf/kdj.k vFkok ,sls izkf/kdj.k ds fdlh vf/kdkjh] vf/kfu;e ds rgr izkf/kdj.k dh LFkkiuk iwoZ] }kjk 
tkjh lHkh dk;Zi)fr] vkns’k] izfØ;k,a] ekud rFkk uhfr;ka vFkok gLrk{kj fd, lHkh le>kSrk Kkiu] djkj vFkok lfonk,a ml lhek 
rd ykxw jgsaxh] tcrd fd os vf/kfu;e ds mica/kksa rFkk rRlaca/k ds rgr rS;kj fd, x, vf/kfu;e vFkok fofu;e ds rgr vlaxr 
fl) u gks tk,aA 

9999---- uhfr;ka] izfØ;ka nLrkost vkfn tkjh djus laca/kh ‘kfDr;ka %&uhfr;ka] izfØ;ka nLrkost vkfn tkjh djus laca/kh ‘kfDr;ka %&uhfr;ka] izfØ;ka nLrkost vkfn tkjh djus laca/kh ‘kfDr;ka %&uhfr;ka] izfØ;ka nLrkost vkfn tkjh djus laca/kh ‘kfDr;ka %&    
 izkf/kdj.k ,slh uhfr;ka] izfØ;k,a] ekud rFkk vU; nLrkost tkjh dj ldrk gSa] tks bu fofu;eksa ds fo:) ugha gSa rFkk ftUgsa bu 

fofu;eksa ds rgr fofufnZ”V fd;k tkuk visf{kr gS vFkok ftuds fy, bu fofu;eksa dks izHkkoh cukus gsrq mica/k fd;k tkuk vfuok;Z gSA 
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10101010---- Li”Vhdj.k rFkLi”Vhdj.k rFkLi”Vhdj.k rFkLi”Vhdj.k rFkk fn’kkfunsZ’kksa dks tkjh djus dh ‘kfDr rFkk dfBukbZ;ksa dk fujkdj.k%&k fn’kkfunsZ’kksa dks tkjh djus dh ‘kfDr rFkk dfBukbZ;ksa dk fujkdj.k%&k fn’kkfunsZ’kksa dks tkjh djus dh ‘kfDr rFkk dfBukbZ;ksa dk fujkdj.k%&k fn’kkfunsZ’kksa dks tkjh djus dh ‘kfDr rFkk dfBukbZ;ksa dk fujkdj.k%&    

bu fofu;eksa ds vuqiz;ksx vFkok fuoZpu ls lacaf/kr ekeyksa dks Li”V djus vFkok bu  fofu;eksa ds dk;kZUo;u esa fdUgh dfBukbZ;ksa 
dk fujkdj.k djus ds fy,] izkf/kdj.k ds ikl ifji= ds :Ik esa Li”Vhdj.k rFkk fn’kkfunsZ’k tkjh djus dh ‘kfDr gksxh] ftudk 
izHkko fofu;e ds leku gksxkA 

MkW- vt; Hkw”k.k ik.Ms;] eq[; dk;Zikyd vfèkdkjh 

[foKkiu&III@4@vlk-@238] 

 
NOTIFICATION 

New Delhi, the12th September, 2016 

AADHAAR (DATA SECURITY) REGULATIONS, 2016 

(No. 4 of 2016) 

No. 13012/64/2016/Legal/UIDAI (No. 4 of 2016).—In exercise of the powers conferred by clause (p) of sub-

section (2) of section 54 of the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services) Act, 

2016, the Unique Identification Authority of India makes the following Regulations, namely: -  

1. Short title and commencement. —  

(1) These regulations may be called the Aadhaar (Data Security) Regulations, 2016 

(2) These Regulations shall come into force on the date of their publication in the Official Gazette. 

2. Definitions. — 

(1) In these regulations, unless the context otherwise requires,— 

(a) “Act” means the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services) 

Act, 2016 (18 of 2016);  

(b) “Authority” means the Unique Identification Authority of India established under sub-section (1) of 

section 11 of the Act; 

(c) “Central Identities Data Repository” or “CIDR” means a centralised database in one or   more locations 

containing all Aadhaar numbers issued to Aadhaar number holders along with the corresponding 

demographic information and biometric information of such individuals and other information related 

thereto; 

(d) “enrolling agency” means an agency appointed by the Authority or a Registrar, as the case may be, for 

collecting demographic and biometric information of individuals under this Act; 

(e) “information security policy” means the policy specified by the Authority under regulation 3 of these 

regulations; 

(f) “personnel” means all officers, employees, staff and other individuals employed or engaged by the 

Authority or by the service providers for discharging any functions under the Act;  

(g) “registrar” means any entity authorised or recognised by the Authority for the purpose of enrolling 

individuals under this Act; 

(h) “regulations” means the regulations made by the Authority under this Act; 

(i) “requesting entity” means an agency or person that submits the Aadhaar number, and demographic 

information or biometric information, of an individual to the Central Identities Data Repository for 

authentication; 

(j) “service provider” includes all entities engaged by the Authority for discharging any function related to 

its processes.  

(2) All other words and expressions used but not defined in these regulations, but defined in the Act or the 

Information Technology Act, 2000 and/or the rules and regulations made thereunder shall have the same 

meaning as respectively assigned to them in such Acts or rules or regulations or any statutory modification or 

re-enactment thereto, as the case may be. 

3. Measures for ensuring information security. — 

(1) The Authority may specify an information security policy setting out inter alia the technical and organisational 

measures to be adopted by the Authority and its personnel, and also security measures to be adopted by 

agencies, advisors, consultants and other service providers engaged by the Authority, registrar, enrolling 

agency, requesting entities, and Authentication Service Agencies.  
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(2) Such information security policy may provide for:— 

(a) identifying and maintaining an inventory of assets associated with the information and information 

processing facilities; 

(b) implementing controls to prevent and detect any loss, damage, theft or compromise of the assets; 

(c) allowing only controlled access to confidential information;  

(d) implementing controls to detect and protect against virus/malwares; 

(e) a change management process to ensure information security is maintained during changes; 

(f) a patch management process to protect information systems from vulnerabilities and security risks; 

(g) a robust monitoring process to identify unusual events and patterns that could impact security and 

performance of information systems and a proper reporting and mitigation process; 

(h) encryption of data packets containing biometrics, and enabling decryption only in secured locations; 

(i) partitioning of CIDR network into zones based on risk and trust; 

(j) deploying necessary technical controls for protecting CIDR network; 

(k) service continuity in case of a disaster; 

(l) monitoring of equipment, systems and networks; 

(m) measures for fraud prevention and effective remedies in case of fraud; 

(n) requirement of entering into non-disclosure agreements with the personnel; 

(o) provisions for audit of internal systems and networks; 

(p) restrictions on personnel relating to processes, systems and networks. 

(q) inclusion of security and confidentiality obligations in the agreements or arrangements with the 

agencies, consultants, advisors or other persons engaged by the Authority. 

(3) The Authority shall monitor compliance with the information security policy and other security requirements 

through internal audits or through independent agencies.  

(4) The Authority shall designate an officer as Chief Information Security Officer for disseminating and monitoring 

the information security policy and other security-related programmes and initiatives of the Authority.  

4. Security obligations of the personnel — 

(1) The personnel shall comply with the information security policy, and other policies, guidelines, procedures, etc. 

issued by the Authority from time to time. 

(2) Without prejudice to any action that may be taken under the Act, personnel may be liable to action in 

accordance with procedures specified by the Authority for this purpose: 

Provided that no such action shall be taken without giving the concerned personnel a reasonable opportunity of 

being heard.  

5. Security obligations of service providers, etc. — 

The agencies, consultants, advisors and other service providers engaged by the Authority for discharging any 

function relating to its processes shall: 

(a) ensure compliance with the information security policy specified by the Authority; 

(b) periodically report compliance with the information security policy and contractual requirements, as 

required by the Authority; 

(c) report promptly to the Authority any security incidents affecting the confidentiality, integrity and 

availability of information related to the Authority’s functions; 

(d) ensure that records related to the Authority shall be protected from loss, destruction, falsification, 

unauthorised access and unauthorised release; 

(e) ensure confidentiality obligations are maintained during the term and on termination of the agreement; 

(f) ensure that appropriate security and confidentiality obligations are provided for in their agreements with 

their employees and staff members; 

(g) ensure that the employees having physical access to CIDR data centers and logical access to CIDR data 

centers undergo necessary background checks; 

(h) define the security perimeters holding sensitive information, and ensure only authorised individuals are 

allowed access to such areas to prevent any data leakage or misuse; and 
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(i) where they are involved in the handling of the biometric data, ensure that they use only those biometric 

devices which are certified by a certification body as identified by the Authority and ensure that 

appropriate systems are built to ensure security of the biometric data. 

6. Audits and inspection of service providers, etc. — 

(1) All agencies, consultants, advisors and other service providers engaged by the Authority, and ecosystem 

partners such as registrars, requesting entities, Authentication User Agencies and Authentication Service 

Agencies shall get their operations audited by an information systems auditor certified by a recognised body 

under the Information Technology Act, 2000 and furnish certified audit reports to the Authority, upon request 

or at time periods specified by the Authority. 

(2) In addition to the audits referred to in sub-regulation (1), the Authority may conduct audits of the operations and 

systems of such entities or persons, either by itself or through an auditor appointed by the Authority. 

7. Confidentiality. – 

All procedures, orders, processes, standards and protocols related to security, which are designated as confidential 

by the Authority, shall be treated as confidential by all its personnel and shall be disclosed to the concerned parties 

only to the extent required for giving effect to the security measures. The nature of information that cannot be shared 

outside the Authority unless mandated under the Act includes, but not limited to, Information in CIDR, Technology 

details, Network Architecture, Information security policy and processes, software codes, internal reports, audit and 

assessment reports, applications details, asset details, contractual agreements, present and future planned 

infrastructure details, protection services, and capabilities of the system. 

8. Savings. — 

All procedures, orders, processes, standards and policies issued and MOUs, agreements or contracts entered by the 

Unique Identification Authority of India, established vide notification of the Government of India in the Planning 

Commission number A-43011/02/2009-Admin. I, dated the 28th January, 2009 or any officer of such authority, 

prior to the establishment of the Authority under the Act shall continue to be in force to the extent that they are not 

inconsistent with the provisions of the Act and regulations framed thereunder. 

9. Power to issue policies, process documents, etc. — 

The Authority may issue policies, processes, standards and other documents, not inconsistent with these regulations, 

which are required to be specified under these regulations or for which provision is necessary for the purpose of 

giving effect to these regulations.  

10. Power to issue clarifications, guidelines and removal of difficulties. — 

In order to clarify any matter pertaining to application or interpretation of these regulations, or to remove any 

difficulties in implementation of these regulations, the Authority shall have the power to issue clarifications and 

guidelines in the form of circulars which shall have effect of these regulations. 

Dr. AJAY BHUSHAN PANDEY, Chief Executive Officer 

[ADVT.-III/4/Exty./238] 
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